Personal Digital Certificate
Installation Guide

Register and download your certificate

1. Invitation received by user via email:
Figure 1

Certificate Enrollment Invitation

) i ) Reply & Replyal | —
Sectigo Certificate Manager <support@cert-manager. ) eRy ) Repy A

"’u‘} f there are problems with how this message is displayed, click here to view it in a web browser.
Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this mess:

You have been invited to enroll for a certificate. To start the enrollment,

click the button below.

Verify Email Address

Alternatively, you can copy and paste the link below into your web
browser:

https://cert-manager.com/customer/InCommon/smime/auth?token=MGM1MzFiMGULOD

£1ZCOOYTIILWFhMGEtMWRiNzg3NjUwMmE5&email-[ R uttvler.edu
Kind Regards,
Sectigo Team

2. Validate your email by entering your email address via the prompt and clicking Submit
3. You will receive a second email as shown below — click on the link to complete
authentication (note that this link may only be used once)
[EXTERNAL] Your Email Confirmation Request

€3 Reply 3 Reply Al b

Sectigo Certificate Manager <support@cert-manager.com>
To @ Mona Claiborne Tu

'E ) If there are problems with how this message is displayed, click here to view it in a web browser,
Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message,

=]

To complete your authentication, click the button below. This will return
you to the certificate management system.

Confirm Authentication Request
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4. If you receive the screen shown below — click on first certificate and choose “Enroll

Certificate”:

Certificate Manager

rclaiborne@uttyler.edu v

Certificates

Details Revoke Download
) STATUS ORDER NUMBER
2779945 ISSUED 1795749761
O 2779936 ISSUED 1795728293
O 2778008 ISSUED 1790031853

InCommon $/MIME Organizati

InCommon S/MIME Sponsore.

InCommon S/MIME Sponsore.

c
SUBJECT SERIAL NUMBER KEY USAGE
CN=The University of Texas at 98CAS5027EAODB6B6456043D. Digital Signature Key Encip
CN=Mona Claiborne,GIVENNA... 85DB2E9E4ER94B404AT1ABZ... Digital Signature Key Encip
CN=Mona Claiborne, GIVENNA 1FFEDAC890DDE34C77476BC Digital Signature Key Encip

5. ,&ccept the defaults and “Submit” to begin downloading the certificate — (may take several

minutes)

6. The following screen will appear:

sk to Certificate List

o

BX Client Certificate Enroliment

Make sure to save your Certificate in a secure place.

Click the down arrow and choose the “Compatible TripleDES-SHA1” option

b. Enter and confirm a password (keep the password secure as you may use it later to
revoke or re-download the certificate). It is recommended to use at least a 6 digit

alpha numeric password.

c. Click Download

d. The file should automatically save to your downloads folder

Install the Certificate:

1. Double click” on the downloaded file and proceed with the steps shown below “Double click” on
the downloaded file and proceed with the steps shown below
2. Select Current user as shown in Figure 2 and click Next.
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Figure 2

o8 Certificate Import Wizard

Welcome to the Certificate Import Wizard

Thiz wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
@ Current User
(7 Local Machine

To continue, dick Next,

Cancel

3. Browse to locate the file from the location where you saved it on your local machine and select

next:

Figure 3

€ ¥ Certificate Import Wizard

File to Import
Spedify the file you want to import.

File name:

Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store {.55T)

Cancel

4. Enter the certificate password (this is the password you used during registration), select the
other options shown in Figure 4 and click Next to continue.
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5.

Figure 4

F ~
Certificate [ rt Wizard
ertificate Import Wizar ﬁ

e, B, i o o -

Password

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

["|Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

Mark this key as exportable. This will allow you to badk up or transpart your
keys at a later time.

Indude all extended properties.

Learn more about protecting private keys

[ < Back ][ Next > ][ Cancel ]I

In Figure 5, select the option to “Place all certificates in the following store” and click Browse.

Figure 5

=

Certificate Import Wizard . ﬂ

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(@) Place all certificates in the following store

Certificate store:

Brows:

Learn more about certificate stores

[ < Back ][ Next > ][ Cancel

)
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6. Asshown in Figure 6, select the “Personal” store and OK to continue.

Figure 6
-
Certificate Import Wizard [ & |
r - —— =
Select Certificate Store Y
ls are kept.
Select the certificate store you want to use.
Personal - or you can specify a location for
| Trusted Root Certification Authorities |:|
Enterprise Trust b i on the type of certificate
Intermediate Certification Authorities
| Trusted Publishers
| lintristed Cartifircates
< I G L
[ show physical stores
[ oK ] [ Cancel ]
. J
Learn more about certificate stores
[ < Back ” Mext = ] [ Cancel ] i
L _ - J

7. Ensure Personal is noted as the Certificate Store and click Next to continue

Figure 7
Certificate Import Wizard | & |
- & —
Certificate Store
Certificate stores are system areas where certificates are kept.
Windows can automatically select a certificate store, or you can spedify a location for
the certificate.
() Automatically select the certificate store based on the type of certificate
(@) Place all certificates in the following store
Certificate store:
Learn more about certificate stores
< Back ][ MNext = I [ Cancel ]

[ |

8. Click “Finish”. A confirmation window will appear indicating the Import process was successful

as shown in figures 8 and 9.
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Figure 8

-
Certificate Import Wizal

_-rd*—h-‘A—‘ -

[SSE)

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

You have spedified the following settings:

Certificate Store Selected by User =gyt

Content PFX

File Mame Wuttyler.internal\Dat:

Figure 9

-
Certificate Import Wizard u

4

k-

-

E

The import was successful, |

=
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Using Your Digital Certificate

1. Signing and encrypting email messages
a. Install the certificate in your email client
i. Inyour Outlook client, go to File, Options, Trust Center, Trust Center Settings,

and Email Security
Figure 10

Trusted Publishers
j| rstec uplsner Encrypted e-mail

Privacy Options

ﬁf‘.‘l Encrypt contents and attachments for outgeing messages
ey 8 ] Add digital signature to outgoing messages

Attachment Handling v Send clear text signed message when sending signed messages

Automatic Download Request S/MIME receipt for all S/MIME signed messages

Macro Settings Default Setting: | My S/MIME Settings (RClaibome@uttyleredu] = | | Settings...

Programmatic Access Digital IDs (Certificates)

S Digital IDs or Certificates are documents that allow you te prove your identity in electronic transactions.

i Publishto GAL... | | Import/Export... | | Get a Digital ID..

Read as Plain Text

Read all standard mail in plain text

Script in Folders

Allow script in shared folders

Allow script in Public Folders

oK Cancel

. Click on Settings, Click on Choose (adjacent to both Signing and Encrypting)
Figure 11

4 s
Trusted Publishers
Encrypted e-mail
Privacy Options
ﬁ‘i_" Encrypt contents and attachments for outgoing messages
Email Securil . P .
mail Security 7] Add digital signature to outgoing messages
Attachment Handling e «
Automatic Download
Security Setting Preferences b
Macro Settings Security Settings Name: Settings...
Programmatic Access Digiml* ‘
Cryptography Format:  S/MIME
¥ in electronic transactions.
efault Security Setting for this cryptographic message format
Default Security Setting for all cryptographic messages
Reada% Security Labels... New Delete ‘
Rei  Certificates and Algorithms /
Signing Certificate: | rdlaiborne Buttyler.edu Choose...
. Hash Algorithm: SHA1 v
Script .{
Encryption Certificate: |rdaiborneButtyler.edu Choose...
Ally
L Encyption Algorithm: | AES (256-bit) v
Send these certificates with signed messages
oK Cancel
oK Cancel
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Select the certificate with the latest date (It will most likely contain your email

address in the name) and select OK

Figure 12

| &3

Windows Security

Select a Certificate

[~ cgreen@uttyler.edu

|@ Issuer: InCommon RSA Standard As...
Valid From: 10/22/2017 to 10/23/2018

! Click here to view certificate prope...

4| 3270client

| Issuer: Administrative Systermns CA

| Valid From: 1/9/2009 to 1/4/2029

4| security@uttyler.edu

| Issuer InCommon RSA Standard As...

\ Valid From: 10/24/2017 to 10/25/2018

[ ok ][ cancel |

The signature names will appear in the dialog box as shown in Figure 13
Ok to continue.

Figure 13

Change Security Settings >

Security Setting Preferences ]
Security Settings Mame:

| My S/MIME Settings [RClaiborne@uttyler.edu) w

Cryptography Format:  S/MIME

Default Security Setting for this cryptographic message format

Default Security Setting for all cryptographic messages
Security Labels... Mew Delete

Certificates and Algorithms

Signing Certificate: Choose..,
Hash Algorithm: SHAT e
Encryption Certificate: Choose..,
Encryption Algorithm: | AES [256-hit) w

Send these certificates with signed messages

Cancel

. Click
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V. If you would like all of your emails to be automatically signed: select the “Add
digital signatures to outgoing messages” checkbox.

Figure 14

Trusted Publishers .

Encrypted e-mail
Privacy Options

B Encrypt contents and attachments for outgoing messages
Email Security . o .
| Add digital signature to outgoing messages

Attachment Handling /| Send clear text signed message when sending signed messages
Automatic Download Bequest 5/MIME receipt for all 5/MIME signed messages
Macro Settings Default Setting: | My S/MIME Settings (RClaiborne@uttyler.edu) ~ Settings...
Programmatic Access Digital IDs (Certificates)

— | Digital IDs or Certificates are documents that allow you to prove your identity in electronic transactions,
Publish to GAL... Import/Export... Get a Digital ID...

Read as Plain Text

Read all standard mail in plain text

Script in Folders

Allow script in shared folders

Allow script in Public Folders

0K Cancel

vi.  Click on ‘OK’ (a few times) to return to your email window. Dependant on your
version of Windows, you may receive a message indicating your certificates
were published correctly.
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Using your digital signature in outgoing emails

NOTE: If you did not choose the option in the previous step to automatically sign emails,
then you will manually digitally sign each email message, as indicated below

a. Open anew email message
b. Click on ‘Options’ then click on ‘Sign’ in the Permission Section

Figure 15
Message Insert Options Format Text Review Q Tell me what you want to do...
- a1 AC#® o] ] L
| Colors g% g% ) Encrypt | Request a Delivery Receipt af (:" _'3 ®
A|Fonts -
Themes Page Bcc  From  Permission @ o Use Voting ; Save Sent Delay  Direct
— . 4 A Sign Request a Read Receipt - _
- Effects~ color - ttons * ltem Te = Delivery Replies To
Themes Show Fields Permission Tracking P Maore Options P

NOTE: As you compose an email, there won’t be anything in the email that indicates the digital
signature is being applied. To confirm this is working correctly, you can verify the signature ribbon is
present by clicking on your sent email box and previewing the outgoing mail

c. When the Email recipient opens the email, the Red ribbon icon shown below
indicates the email has been digitally signed. The recipient can click on the ribbon
icon to view details about the digital signature

Figure 16
Message Q Tell mewhat you want to do...
e —~ 12 ) c > e v
%Ignore x E_% (ﬁ_% ﬁ_a B Benefits EE) To Manager ; ‘7 Rules [ ; III > a& P Q
ot Gl @ ‘6 3 ed Q‘S' EJ Team Email v Done - _@Dnel\lote r— o Gl o B - =

Junk - Delete eply Reply Forwar = ove . arl ategorize Follow  Translate aom

&g Jun Al B - 2 Reply & Delete ¥ Create New - [EPActionst  ypread - Up - . -
Delete Respond Quick Steps ] Move Tags ] Editing Zoom -

Mon 10/23/2017 3:57 PM

Mona Claiborne

test
To  BMona Claiborne

Signed By reclaiborne@uttyler.edu

a0
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Signing documents, spreadsheets, presentations
Open the document you wish to protect
Select File, Info, click on ‘Protect Workbook’ (for Excel).

Two options are available for digital signature protection, “:Mark as Final” and “add a
digital signature”. Choose the appropriate option.

The Mark as Final option will let the email recipient know that editing commands,
typing, etc are disabled and the document is read only.

a.
b.
C.

©

New

Open

Save

Save As

Print

Share

Export

Publish

Close

Account

Options

Info g

Figure 17

<!
%o
Browser View
Options

Open

Save

Save As

Print

Share

Export

Publish

Close

Account

Options

ﬁj Manage Workbook
Q| Check in, check out, and recover unsaved changes.

7] There are no unsaved changes.

Browser View Options

Pick what users can see when this workbook is viewed on the Web.

Protect Workbook Properties -
Control what types of changes peaple can make to this warkbook. Size el
w::;?:;:kv Title Add a title
Tags Add atag
Categories Add a category
&) Inspect Workbook Related Dates
= Before publishing this file, be aware that it contains:
Check for Document properties, author's name and absolute path Ui imdii =
fssues Content that peaple with disabilities find difficult to read Crested Today, 1:40 PM
Last Printed

Related People

Author }
Mona Claiborne

Add an author
Last Modified By Not saved yet
Show All Properties

Figure 18
Protect Workbook
’ Control what types of changes people can make to this workb
Protect
Workbook ~

I:B, Mark as Final
2 Let readers know the workbook is final and
make it read-only.
Encrypt with Password
f Require a password to open this werkbook,

Protect Current Sheet
Control what types of changes people can
make to the current sheet.
Protect Workbook Structure
Prevent unwanted changes to the structure
of the workbook, such as adding sheets.
Restrict Access

@ Grant people access while removing their
ahility to edit, copy, or print.

I:B, Add a Digital Signature
2 Ensure the integrity of the workbook by

adding an invisible digital signature.

that it contains:
name and absolute path
ilities find difficult to read

isaved changes.

»

rorkbook is viewed on the!

d. A verification window indicating your document will be protected in the manner you
selected will be displayed - Click OK and click OK a second time to proceed.
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e.

For Word, and PowerPoint, the protection process is similar. You may be prompted to
select your personal certificate the first time you attempt to digitally sign a document,
following the installation of the certificate.

Account

Options

Figure 19

Info

»
Protect
Document

-

&

Mark as Final

Let readers know the document is
final and make it read-only

Encrypt with Password
Password-protect this document

Restrict Editing

Control the types of changes others
can make

Restrict Access

Grant people access while remaving
their ability to edit, copy, or print.
Add a Digital Signature

Ensure the integrity of the document
by adding an invisible digital signature

Protect Document

Control what types of changes people can make to this documen

rare that it contains:

uthor's name

r unsaved changes.

' ges.
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Issues during the certificate registration process:

e |[f you click “Cancel” during the certificate registration process, the link from the email is
no longer valid and you will see an error message as shown in Figure 20.

e If this occurs, Email the Information Security department (security@uttyler.edu)to have

the Certificate Administrator send a new Invitation.
Figure 20

(& INCOMMON .. Certificate Manager

User Registration

Code doesn't match email or this data isn't valid anymore. Please contact your system administrator.

Code: * | xfSqj546GVGIKxjudtbhEdOxP
Email:
FIMN:
Re-type PIN:
Pass-phrase: *

Re-type pass-phrase: *

Select address fields to remove from the certificate.

Address as it will appear in cerificate
Address1:

Address2:
Address3:

City:

State or province:

Postal Code:

CANCEL

Remove
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